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Executive Summary

Complexity in Information Technology (IT) is a good thing. New processes, improved
connectivity and the integration of emerging technologies enable innovation and allow
your business to become more competitive. At the same time, these changes require

corresponding changes in security, robustness, and reliability to keep systems operational.

It is only when IT system complexity grows so significant that it is unmanageable, that it
becomes bad. Solutions such as patch and configuration management can help you gain
some control over this complexity, but as the demands on [T systems increase, are not

enough to prevent today’s systems from becoming unmanageable.

SignaCert’s IT measurement services help provide the visibility and control necessary to
address these challenges. Network files can be proven to be source authentic by
comparing them with SignaCerts’ repository of source authentic signatures. Similarly,

unknown and potentially harmful files can be quickly identified and sequestered.

This paper discusses how SignaCert’s IT measurement services deliver more precise
control over your system, allowing you to increase uptime, improve security and maintain

stability while continuing to innovate.

IT Measurement Solutions
for the Enterprise

The demands on today’s IT systems present a growing number of challenges for system
configuration and management. You can use SignaCert’s IT measurement services to
determine the integrity of your network and its discrete devices improving control and
manageability. Integrity can be assessed by measuring and validating each network element

and computing a composite value from the results.

The IT Measurement Process

The IT measurement process is deceptively simple. A client application computes
cryptographic hash values for target files on your network. These measurements are
submitted to a validation web-service triggering a query against SignaCert’s repository of
source authentic signatures. Measured files can be proven to be identical to those released
by the software vendor when their hash matches a signature in the repository. The
validation service can return additional information about these files including filename,
size, version, and manufacturer name. If no match exists, the file is unknown to SignaCert.
The client verifier application can be used to examine any system files including BIOS,

operating system, application files, firmware and more.

© 2006 SignaCert
Confidential and Delivered Under NDA

The Trusted Reference 2



algnatert April06

. . momfomnn 2 £~ o mnetin] cone ~£ el - gystem oN a regular basis to identify
Signature Sources Global Signature Customer Network
_ Service
* Op.eranng .Sys.tems validation
« Major Applications . request //' v BIOS
+ Enterprise Solutions U g - v OSes »eed diagnoses by initiating scans to identify
* Network Vendors _ > - Z Verifier —p v Applications
¢ Hardware Vendors response / v Malware
& v" Unknown
Signature DB Web Service PCs and Servers

MpplaliccTuascu valiuativil

Figure 1: IT Measurement Process . . . . . . .
SignaCert provides a signature repository appliance for use in your private network that

allows you to address security and performance issues. In this case, the client verifying
application submits its requests to the SDB appliance, which periodically connects to the

As an adjunctive product, SignaCert

adds new capabilities with minimal global signature service to synchronize and cache an appropriate subset of signatures. If no

.. . match is found on the appliance, the appliance can forward the request to the global
changes to the existing environment. PP PP q g

Measurement services are provided as signature service for a more comprehensive query.
a web service, making them easy to
integrate in a variety of environments,
including Service Oriented

Architecture (SOA) environments.

Following are some of the ways
SignaCert’s web services validation
can help you increase the security and

reliability of your network:

e Trusted Boot: Upon power up,
the IT measurement service
performs a complete scan of
BIOS, operating system,
application, and other files
prior to granting user access
to the machine or the

network.

e Application Validation: Upon
application launch, the IT
measurement service scans
all files associated with the
application to make sure they

haven’t been compromised.

e  Scheduled Scan: The IT

measurement service
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Figure 2: Appliance Model for
Validation Services

With an SDB appliance, you can
improve measurement performance
while increasing network security and

reliability through these methods:

e Trusted Connect: The IT
measurement service scans
devices to ensure that they
comply with network
standards before allowing
them to connect to the

network.

e  Gold Image Deployment:
When a new machine is built,
or when a machine
undergoes maintenance, the
IT measurement service can
ensure it is identical to the

gold image.

e Disconnected Forensics: In a
highly secure network, the
appliance can operate in a
disconnected mode, allowing
a target device to be
measured before connecting

to the network.
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Figure 3: Customer-harvested Signatures

Customer-harvested signatures support the following use cases in addition to those served

by the appliance model:

e Gold Image Verification: When a gold image is built, the IT measurement service

can verify that its contents contain only known authentic elements.

e Custom Application Validation: The IT measurement service can harvest signatures

from proprietary applications and store them in the local appliance for validation.

e Unauthorized File List: Allows IT admin to identify known good but unauthorized

files that may appear on their network.

Benefits of IT SignaCert provides you with a way to significantly improve IT system management without

Measurement making extensive changes to your infrastructure or adding another agent to your
machines. By using a third party to attest to the authenticity of measured files, you can
improve the signal-to-noise ratio for your IT management and security solutions,
improving network visibility making it much easier to identify known bad and unknown

elements. SignaCert’s trusted reference provides you with several benefits.

Improved Security and Stability

IT measurement gives you more precise control over the configuration and monitoring of
your network. As a result, you gain significant improvements in stability and security. With
IT measurement, you can ensure that all network devices are configured as deployed, and

can schedule checks to make
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sure they stay that way. When the
measurement process identifies
unknown and unauthorized files, you
can apply appropriate discrepancy

policies.

Finally, by cross-linking integrity
measurements with configuration
management, you gain more sensitive
state monitoring systems. This
improves patch management, asset
identification, configuration drift

monitoring, and more.

Improved Compliance

Maintaining compliance is one of the
most difficult issues facing IT
departments today. By definition,
compliance requires reporting that a
network is configured in a specific
way and then periodically verifying
that it has not deviated from that
baseline. This capability is at the core

of measurement services.

Assurance for Emerging
Technologies

Validating authenticity and verifying
confguration is an important
component of several emerging
technologies. As a neutral third party
performing trusted measurement,
SignaCert is your best option for
ensuring compatibility with these

technologies.

e Data Plane Validation: Several
companies are splitting
computers into a data plane

(for information operations)
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and a control plane (to manage the computer). The control plane can use
measurement services to make sure the data plane has not changed in an

unexpected way.

Validation On Connect: Trusted network connections are vital to ensuring that new
devices are safe and won’t infect the network. Measurement services can
dynamically check connecting devices for configuration issues and/or for malware

prior to granting network access.

Configuration Management Solutions: These solutions will integrate measurement
technologies as a way to improve the granularity of their control, allowing you to

reduce their IT tolerance window over time.
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Conclusion

IT system complexity will continue to grow forcing customers to adopt solutions that help
ease the burden of managing them. Measurement is one of these solutions and is
positioned to become a core business process fundamentally improving IT management in
many ways. Initially, it can be used to drive systems toward stability by providing a trusted
third party to evaluate network and device state. It provides improved detection and
diagnostic tools helping IT staff increase their productivity and helping them make better

decisions about managing their networks.

Measurement enables or improves many other IT processes as well. Security is improved
due to more precise control over network configuration and monitoring. Dynamic
network access can be established using more comprehensive policy. Patch management,
configuration management, and diagnostic abilities are significantly improved, greatly

increasing mean time to failure and reducing mean time to repair.

SignaCert’s measurement solutions help IT organizations better manage their networks.
Incorporating measurement methods will increase network uptime, improve security, and

lower costs.
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