ETS 1.7 Release Summary

New Capabilities and Features
March 2008
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Overview aignaCert

* Major benefits delivered with 1.7 release
» Common usage - demonstration
* Features
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Major Benefits signaCert

* Centralized Management

— Define device connections from ETS

— Create and manage snapshots directly from ETS

— Trigger verification for a device or group of devices from ETS

— Don't need to switch to other device to perform scanning tasks
o Simplified use

— Create common device connection components for reuse

— Simplified integration with external scheduling tools

— Simplified custom signature properties

* Enable custom scripts

— Client supports external scripts for scanning other information types (e.g. registry
settings, database schema)

— Launch scripts from ETS console
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Common ETS Usage aignaCert

User Acceptance Test Production Servers
(UAT)
! Application Upgrade !..

ETS\[aeivesrBROOF the
upgradecwasetomplete
and correct
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Common ETS Usage aignaCer

Prove that production servers match UAT after a
required application update...

222 Exact Match—All files on production match the reference

..OR identify any differences between them

- Modified—Which files have changed, even if they have the
22| same filename, size and path

]

Removed—Which files are present in the reference but
missing from production

]
I

Added—Any files found that aren't part of the reference
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Demo Setup — Common ETS Usage aignaCert

Reference Production
Server Servers

1. Upgrade Tomcat
on reference

2. Scan reference
for deviations

3. Update policy
and snapshot

,l. R 1 :
| %4 #a #4 4 Upgrade production
L-""L-!Lj Tomcat servers

t t t 5. Scan servers for
deviations
6. Update policy based l%j . la 4_‘

on deviations l
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View Devices aignaCert

3 SignaCert Management Console - Mozilla Firefox

[]
File Edit View History Bookmarks Tools Help
* Froduction an 5
<!IL:| v v @] % L1 https:/flocalhost:8443/view-devicegroupables. htmi?path.objectlds=1%2C28objec % " > '

[ 8

device groups — S e a

Quick Search P

Devices > Browse > Web Servers

Devices
o Current Path Details P
Search
4+ Top
0 Signatures __| Devices
° Browse 1 By Type
I y = __| WebServers _” Edit
Properties
Vendors
.f . t Platforms Link To Unlink Delete o= More N
Ve rI yI n g I OI I ICa St O Edit Deviations Details
Browse
Search 7 Edit
Type: Device group
__Juar / Edit
Unidentifie® Type: Device group
Audit %] Web Server Tomcat /2 Edit
. u - — Type: Windows policy (Group)
OI I lI I Ion eVIce i Web server Connection  /” Edit

Type: Windows device

Settings

component defining
Connection settings

User: administrator

Done N localhost:8443
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Device Component—Web Server Connections  SignaCert

%3 SignaCert Management Console - Mozilla Firefox

11 . b} Fle Edit View Hstory Bookmarks Tools Hel
e Create partlal @ - - @& @ O htq:s://Iocalh:st:8443/edit-windowsdeviceh Iparentld=78referrer="%2fview-di (5% v
devices with common i
O Devices > Edit Windows Device > Web Server Connection
aftributes

» Can attach any device
as a component

» Define and store
connection settings

* Define any required
variables
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UAT Connection Settings aignaCer

3 SignaCert Management Console - Mozilla Firefox

[ [ 1
. : ; eCIf S eCIfI C File Edit View History Bookmarks Tools Help
p y p /\E v v @ 73 L] https:/flocalhost:8443/edit-windowsdevice. html?parentld=58&referrer =%2fview-d 3"‘ [ "

8 8

device name Sigatet S
* Attach device _
component with = e
common connection
settings
* Review attached
connection settings

* Specify variables

Devices > Edit Windows Device > UAT-server.signacert.com

Done localhost:8443
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Update UAT Device aignaCert

L) SignaCert Management Console - Mozilla Firefox

. D I | OmCat ‘ ; 0 1 4 File Edit View History Bookmarks Tools Help
e p Oy L} u <(FE| v v @ 73 L] https:/flocalhost:8443/view-device-policies.html?path.objectids=1%2c2%2c4%2c 3"‘ > "

8 8

to UAT Server — e o

Quick Search P

Devices > Browse > UAT-server.signacert.com > Available Policies
Devices
ShIT Current Path Details P

Search
4 Top
Signatures !" | Devices

 Re-verify UAT device S
‘_I!Uf:“l-.lAT-server.signacert.com 7 Edit

Vendors

Platforms
Submissions
Browse t Verify Update Snapshot :- More

Search

Deviations
Reports
— [ %] web Server_Tomcat 88 view ves

Audit
Browse
Search The following product(s) are ass:

Administration Enterprise Trust Repository
Settings Expected
Users

Upgrade # [ # Tomcat 5.0.28 (1,746)

» Confirm all changes
related t0 6.0.14

Done localhost:8443
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Snapshot UAT Device aignaCer

¥ SignaCert Management Console - Mozilla Firefox

. C reate a neW File Edit View History Bookmarks Tools Help
<L£| v v @ 73 v\_| https: /flocalhost: 8443 fview-device-policies. html?path.objectlds=1%2c2%2c4%2c 3"‘ [)‘ "

[ 8

SnapShOt SignaCert P A i s

Quick Search P

Devices > Browse > UAT-server.signacert.com > Available Policies

Devices
S Current Path Details P
Search
4 Top
Signatures __| Devices
Browse ] By Type
. s __| Web Servers
Properties —
Vendors —J

Platforms ﬂ UAT-server.signacert.com

Submissions
L — Verify Update Snapshot | a= More L4
Search

Deviations Details p
Reports

Verification

* Re-verify device

Browse

ication: Mar 17, 2008 2:43:20 PM

Sort: Name (ascending) »
Search

Administration
Settings

Users

Upgrade

User: administrator

Done localhost:8443
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Update Production Devices and Verify aignaCert

3 SignaCert Management Console - Mozilla Firefox

 Update production | "0 5 o
from 5.0.28 10 6.0.14 Signatert ——— O O

Quick Search P

Devices > Browse > Production
Devices
el Current Path
Search
4+ Top
Signatures !" | Devices
= = Browse ! By Type
« Verify all production S
Properties = -
Vendors =P JEL
Platforms

CT T ove ink To elete Verify Update | g= More M
[ H— .

Search e

[0 Yf web1.signacert.com

Type: Windows device

D ﬂ web2.signacert.com
Type: Windows device

[] ' web3.signacert.com
Type: Windows device

» Deviations found! —

— web1.signacert.com
— web3.signacert.com

Done localhost:8443
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View Deviations on web1.signacert.com

aignaCert

* Drill into device

» Deviation is a log file

* No remediation
required

» CAR: Update policy
to exclude logs
directory
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3 SignaCert Management Console - Mozilla Firefox
File Edit View History Bookmarks Tools Help

<1’j v v @ {l} v\_| https: /flocalhost:8443view-deviations.html?path. objectlds =1%2c2%2c4%2c6 %. j‘ '{ D‘ "

% Refresh K" Preferences & Hele  [X] Logout

SignaCert po—
Devices
SEET Current Path Details b

Search
4 Top

Devices > Browse > web1.signacert.com > Web Server_Tomcat > Current Deviations

Signatures
Browse ! By Type
S !_| Web Servers
Prorert !_| Production

::‘:z:‘s !ﬂ web1.signacert.com

@ gﬂ Web Server_Tomcat

Submissions
Browse

Search View: Deviated elements P
Reports Updat Exclude = More -

Verification

TR Deviation Type Details p

[0 [A c:\demo\production\web1\tomcat\logs\catalina.log
Last found: Mar 17, 2008 2:48:15 PM

Audit
Browse
Search

P Sort: Name (ascending) »
Settings
Users

Upgrade

User: administrator

Done localhost:8443




View Deviations on web3.signacert.com

aignaCert

* Drill into device

* |dentify what product
deviations belong to

» Update was not
deployed to web3

* CAR: Deploy Tomcat
6.0.14 to web3
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3 SignaCert Management Console - Mozilla Firefox
File Edit View

> Euf

History Bookmarks Tools Help

] https:/flocalhost:8443view-device-policies.html?path.objectids=1%2C2%2C4%2 Jv[ > .'

SignaCert

Devices

Browse

Devices > Browse > web3.signacert.com > Available Policies

Current Path
4 Top
! | Devices
! j By Type
! | web Servers
1" | Production
!§f. web3.signacert.com _ Edit

Search

Signatures
Browse
Search
Properties
Vendors

Platforms

Submissions
Browse Update

Search

Deviations
Reports
m View VYes

Verification
Unidentified

[0 &% web Server_Tomcat

Type: Windows policy (Group)

Audit
Browse
Search The following product(s) are ass:

Administration
Settings

Enterprise Trust Repository
Expected

@ [ # Tomcat 6.0.14 (558)

Users

Upgrade
Observed

& [#y Tomcat 5.0.28 (1,746)

Sort: Name (ascending)

javascript:_dyntabsManager 1.switchTab(2, 4);

% Refresh [ Preferences

Snapshot :-

Latest verification: Mar 17, 2008 2:48:30 PM

with the deviations for this

B Hele

Quick Search P

[X] Logout

Details P

localhost:8443




Features aignaCert

* Device connections

» Device components

» Mass attachment

* Snapshot wizard

» Group launching

* Integration with external scheduling tools
» Simplified properties

» Connection pool settings
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Device Connections aignaCer

¥ SignaCert Management Console - Mozilla Firefox
File Edit View History Bookmarks Tools Help

[
* Supports multiple f
p p /\,fIL:\ - v @ {E" L] https:/flocalhost:8443/edit-windowsdevice. html?parentid=5&referrer =%2fview-di j"‘ [ '
]
conn ectl on types ; _ o patre  Preferemm [ e [ Lot
SignaCert pv—
. Devices > Edit Windows Device > UAT-server.signacert.com
— Window Mgmt

Search
Signatures The connection settings for this windows device are currently being defined locally.
Browse Click here to inherit these settings from an attached component.
—
Search
P erties
bl Connection mode: Secure Shell (SSH) »
Vendors
Platforms ,
Scheduled Task
—
Submissions
User name:

Browse

Search Authentication mode: Password v
Reports

Verification Password: il

Unidentified

Confirm: l‘

Audit

Browse

Use host public key:

» Specify connection — S

Settings Passive mode:

Users

settings

User: administrator

Done localhost:8443

© Copyright 2008 SignaCert, Inc.




Device Components aignaCert

3 SignaCert Management Console - Mozilla Firefox

» Create device e

i 14U https: /flocalhost:8443/edit-windowsdevice. html?parentld=68&referrer =%2fview-di 3"‘ & "

components signatet L D

— Create device with =
common connection =

Search

Devices > Edit Windows Device > web1.signacert.com

== Add Variable
Properties

settings ] .

| }signacer t_home C:\demo'production\web 1\signacert ‘

Submissions

- Create deVice With ot O [omeat root | [c:\demolproductionweb\tomcat ]
common variables

» Attach components s
to other devices

Done

localhost:8443
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Mass Attachment

aignaCert

o Attach items to
multiple items at one
time

— Devices component

can only be
attached to devices

— Policy components
can only be
attached to polices

%3 SignaCert Management Console - Mozilla Firefox
File Edit View History Bookmarks Tools Help

{i} v‘_] https: /flocalhost:8443/edit-windowsdevice.html?parentld=6&referrer =%2fview-di g‘ '{ [)‘ "

% Refresh K" Preferences & Hele  [X] Logout

gignaCert

Devices
Browse

Quick Search P

Devices > Edit Windows Device > web3.signacert.com

Search

Signatures
Browse
Search
Properties
Vendors

Platforms
[0 @& web Server Connection
Submissions Type: Windows device
Browse

Search

Reports
Verification
Unidentified

Audit
Browse
Search

Done localhost:3443 &%
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Snapshot Wizard

aignaCert

* Create a snapshot
from ETS

— Create new or
update existing

— Update policy
— Auto-approve
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&3 SignaCert Management Console - Mozilla Firefox
File Edit View History Bookmarks Tools Help

<f(L1| v v @ {E" v\_| https: /flocalhost: 8443 /view-signatures.html?objectld=2&table.page=1

Signatures > Browse > Web Server Snapshots
Devices
i Current Path

Search
4 Top
Signatures |_] Web Server Snapshots _” Edit

Browse

Search

Properties Move Link To Unlink
Vendors
Platforms Edit

) n .
ShhnESons o_ai, UAT-server.signacert.com_Ver2.3.1 J/ Edit

p— Type: Product (Snapshot)  Platform: Windows XP

Details

Search %‘, UAT-server.signacert.com_Ver2.4.0 /7 Edit

Reports Type: Product (Snapshot)  Platform: Windows XP

Verification ‘!._‘. UAT-server.signacert.com_Ver2.4.0 / Edit
e TVpet Product (Shapstot) I Platiomns Windoves XB

Details b

Audit

Browse

O Web Server Executables-2.3.1 Edit
s

Type: Product (Snapshot)  Platform: Windows XP
Search

Details b

— @, Web Server Executables-2.4.0 / Edit
ministration Type: Product (Snapshot)  Platform: Windows XP
Settings
Users

Upgrade

Source:
Date:
Vendor:
Platforms:

Path:

Sort: Name (ascending) »

Done

localhost:8443




Group Launching aignaCer

L5 SignaCert Management Console - Mozilla Firefox

] []
File Edit View History Bookmarks Tools Help
* 1rigger actions 1or f -
<(FE| v v @ % L] https:/flocalhost:8443/view-device-policies.html?path.objectids=1%2c2%2c4%2c 5% '{ > '

8 8

an entire group — T —

Quick Search P

Devices > Browse > web1.signacert.com > Available Policies

— Verify all devices = —— =

Search
4 Top

with all available — Daowmee

S 1" | web Servers
Propertie
11 sz i 1" | Production
endors
po ICI eS Platforms {f. weblsignacertcom _ Edit

Submissions
Browse t Verify Update Snapshot :- More

— Snapshot all =

Reports
— a ﬁﬁ] Executables

Verification

devices in the group -

Audit
T rpe: Windows policy (Grou Latest verification: Mar 20, 2008 9:45:27 AM
Search
Administration
Settings

Name:
Users

Type:
Upgrade

Latest verification:
Match count:
Added count:
Modified count:
Removed count:

Identifier:

Done localhost:8443
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Integrate to External Task Mgmt Tools signaCert

» Simple integration with external tools

Scheduling
tool

, ~—| (e.g. Launchverify --deviceid 8
script — --policyid 23 --nowait )

Results:

Verify all devices
in group 8 using
policy 23

Signaclient
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Simplified Properties aignaCer

3 SignaCert Management Console - Mozilla Firefox

. Pr rt. m d t File Edit View History Bookmarks Tools Help
Ope IeS Ove O <{a - v @ 73 v\_| https: /flocalhost: 8443 /view-propertytypes.html

[ 8

Signatures Group Signatet D

Quick Search P

Signatures > Properties > Browse
Devices
Browse
Search
Signatures Details p
B [0 [£] executable / Edit  Element

» Simplified use .

Vendors O [£] vLifecycle Phase 2 Edit
Platforms Propesty type: Text

Submissions [0 [£] Archived 7 Edit
Browse Property type: Yes/no
Search

[0 [£] product owner 2 Edit
Reports Property type: Text
Verification

Unidentified
E— Sort: Type (ascending) ¥

Audit
Browse
Search
Administration
Settings
Users

Upgrade

User: administrator

Done localhost:8443
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Connection Pool aignaCert

3 SignaCert Management Console - Mozilla Firefox

[
. S le n u m b er Of File Edit View History Bookmarks Tools Help
pe y /\;E\ - v @ 3 L] https:/flocalhost:8443/edit-sysconfig.html?referrer =%2fview-devicegroupables. ht j‘ ‘ [ "

simultaneous SignaCert
outbound

connections allowed =

Search

Administration > Settings

Properties
Vendors
Platforms

Submissions

* Reset connections

— For unresponsive
connections

Done localhost:8443
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Additional Features aignaCert

» Enable custom scripts—Use snapshot and verify commands
with custom scripts on the client

» Greatly enhanced GTR performance
— Faster response
— Filtered responses
— Better information (count by filename rather than by hash)

» Device and policy identifiers — can be used with CLI
 Submissions allow overwriting and updating of products
* Snapshot and verify commands integrated into client

» Notification integrated into client
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