o The U.S. Department of Defense 4 SWARM N\
has chosen Swan Island Networks’
. SWARMT™ gystem, Secure Wide M::;t:: o jl ?(WARM
. eeper
BENEFITS - Area Response Management, for its g’

Secure sensitive
information distribution

Command-and-control
communication

Rich, robust multimedia
communication

Plug-and-play simplicity
for rapid deployment -

COTS solution

2 Swan Island

Networks, Inc.

For a complete listing

of our products
and services, visit
www.swanisland.net

DATASHEET

- SWARM Overview

SECURE WIDE AREA RESPONSE MANAGEMENT

prestigious and strategic Homeland
Security, Command-and-Control
Advanced Concept Technology
Demonstration program (HLS C2
ACTD). The DoD sought a
communications solution that
would let it send sensitive
information across organizational
and IT boundaries securely to
“civilian assets.”

SWARM is a sophisticated over-
the-Internet communication system
that features centralized control
while also providing rich “situation
report” feedback and other types of
two-way communication from
remote users. SWARM has been
developed by Swan Island
Networks specifically to bring the
most advanced secure rich media
communications to federal, state
and local government agencies and
their critical partners in Homeland
Security.

SWARM is highly secure, fast,
reliable and rich—a sort of reverse
9-1-1 system that can be used by
government officials and their
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Figure 1. SWARM Network. Agency
content is entered using SWARM
Keeper and delivered to end user
Scouts using the SWARM Hive for
highly secure content distribution.

private industry or non-
governmental organization (NGO)
partners to distribute sensitive
information and rich media in a
highly secure fashion. Its “sweet
spot” is in the category of “sensitive
but unclassified information”—
information that isn’t meant to be
widely disseminated, but that does
not require classified level
clearance.

Because it uses standard,
Microsoft-based software platforms
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and familiar Internet-based
functionality, Swan Island’s
SWARM system is intuitive,
requiring little or no training on the
part of end users. It can be sold as
a framework with associated plug-
ins (e.g., VOIP, secure chat, GPS
functionality, dynamic mapping,
etc.) or it can be offered as a
standalone system focusing on
standard graphics, document and
audio/video functionality.

SWARM supports the kind of
multimedia content that can be
essential in a crisis. It can deliver,
among other things:

o Emergency alert notifications,
with graphical displays and
audio instructions

e 3D renderings (buildings,
explosive ordnance, airplanes)

e Video surveillance

e Video training (crowd control,

bio-terrorism response, public

health)
e Terrorist-suspect photos, video
e Evacuation routes, in detail

e Situationally relevant directories
of contacts, such as emergency
health care providers

e Near-real time event mapping

Owing to its unique SmartCache™
architecture, SWARM displays
this rich media with remarkable
quality even with low bandwidth
connections—and at times when
network connections are down.
And, in normal operation,
SmartCache’s unique pull
architecture provides an efficient
means to solve distribution
problems caused by firewalls and
other perimeter security devices.

At its core, SWARM is a new kind
of trusted network—one that can
instantly link government
agencies, foreign governments,
NGOs and/or select private
companies and citizens into
“swarms”—quickly formed trusted
networks. SWARM provides a
closed-loop system to deliver
sensitive content and keep it secure
even on off-the-shelf PCs, PDAs
or cell phones.

SWARM leverages Internet
connectivity to provide
authenticated users with official
information. For these end users,
pre-sorted content simply arrives
dynamically. At the same time,
SWARM enables administrators to
target specific content to specific



Figure 2. Content Flow.
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people, at various security levels—
and to control its release and
availability with the flick of a
central switch.

SWARM also introduces robust
security features for nonrepudiation
and security monitoring—all within
a dynamic, components-based
security framework. A unique
“poison pill” content erasure feature
makes it ideal for handling highly
sensitive information in dangerous
environments. SWARM
automatically manages each user’s
sensitive information, and stores it
in the user’s SmartCache—where it
can be immediately disabled in the
event of a laptop theft, or other
compromising event.

Activity Log

How SWARM Works

SWARM consists of three
components:

o SWARM Keeper, a set of
administrative tools for
publishing information,
establishing policies for sending,
receiving and reviewing
information and credentialing end
users.

e Scout™, an end-user client
software client application linked
to a specific SWARM Hive,
providing user authentication,
content security incident alerting.

o SWARM Hive performs highly
secure content distribution, Scout
authentication, and policy
implementation.

Scout contacts the
SWARM Hibve to get a new
list of items it should have.
Scout then downloads the
difference and uploads an
activity log of user events.
Once the content is stored
in the SmartCache the user
may access it at any time.



SWARM is designed to accept a
wide range of content, from simple
text messages to synchronized rich-
media packages. Content can be
drawn from any source, tagged and
distributed through the SWARM
Hive, and pulled from there to the
network of Scouts. A SWARM
Keeper would assign the agency’s
own editorial policies to managers
using SWARM to prepare, process
and distribute information. These
policies would govern everything
from the types of material collected
to the audiences to which it is
distributed.

SWARM operates in both normal
and alert modes

In normal operations, content is
neither streamed nor “pushed” from
the SWARM Hive to the Scout.
Instead, Scouts “pull” content
objects from the SWARM Hive,
and store them in their local Scout
cache, automatically. Scouts
“phone home” regularly to initiate
content delivery transactions that
are unique to individual users,
according to schedules that are set
when the Scout client is installed.
In alert mode, SWARM Hive
pushes content directly to the local
device, and triggers various alarms.
During an alert, the Scout client
launches from background and

immediately provides short
situation updates, while also
displaying full multimedia files,
when available.

SWARM Scout

The SWARM Scout was developed
using many of the same user
interface techniques found in the
most popular commercial products,
so it is as intuitive and easy to use
as possible. Emergency
communication systems require
precise information in a timely
manner, and it must be delivered so
as to capture the attention of its
intended audience. It also must
provide value in normal day-to-day
operations, so that users are already
familiar with its features and
functions in times of crisis.

Figure 3. Scout Logon.
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Access to the SWARM system can
be as simple as a password, but can
also include multiple-factor
authentication, including



biometrics, keyfobs or cardscans.

SWARM dynamically configures
its content according to the profile
of a particular user. It can target the
most sensitive information for the

Figure 4. Scout Client Summary Page.
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Figure 5. Incident Alert Detail.
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KEYy SWARM FEATURES

1. Sensitive information se- e Multi-layer security

curity e Encrypted local device cache
Supports separately encrypted content
User authentication
Revocation, non-repudiation
Authenticated content

e Transport-layer security

e Rich user logging, secure audit trail

2. Command-and-control o User authentication protocols; creates “gated” trust
communication environment
¢ Dynamic, rules-based, XML-tagged content
distribution

e Content is managed centrally, stored locally

e Supports emergency alerts to an authenticated
community of users

e Two-way situation reporting

3. Rich, robust multimedia e Secure cache supports video, audio, text bulletins,
communication GIS, graphics

e Delivers ubiquitous coverage, dynamically, to
highly-targeted groups of end users

e Multi-device; fixed and mobile

¢ Normal and alert mode functionality

e Optimized for high, low and no bandwidth
communication

e Highest quality rich media playback

4. High survivability e Locally cached (pre-positioned) content delivers
information to end user even when network is down

5. Plug-and-play e Use of existing computing infrastructure
simplicity for rapid ¢ Easily works in restricted firewall environments
deployment ¢ Easy to install and use - no new training for end users

e Application framework easily and securely integrates
best web applications

6. COTS components... o Off-the-shelf, mainstream components
2 Swan Island Leverages local storage e No new hardware for end users
Networks, Inc. e Web services architecture; standards-based
55 SW Yamhill o Leverages leaps in storage capacity (e.g. 20 gig PDA)
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